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‘ What's Wrong with Privacy?

U ne question still nags at me. It's easy to understand why business
interests fight any government action that might slow or redirect
the exponential path of their industry. It's even understandable that
for many countries the default position is opposition to U.S. initia-
tives. In each case, it’s a cold calculation of self-interest.

But why are privacy groups so viscerally opposed to government
action that could reduce the risks posed by these exponential technol-
ogies? The cost of their stance was made clear on September 11,2001.
That tragedy might not have occurred if not for the aggressive privacy
and civil liberties protection imposed by the FISA court and OIPR;
and it might have been avoided if border authorities had been able to
use aitline reservation data to screen the hijackers as they entered the
United States.

But even after 9/11, privacy campaigners tried to rebuild the wall
and to keep DHS from using reservation data effectively. They failed;
too much blood had been spilled.

But in the fields where disaster has not yet struck—computer
security and biotechnology—privacy groups have blocked the gov-
ernment from taking even modest steps to head off danger.

I like to think that I care about privacy, too. But I had no sympa-
thy for privacy crusaders’ ferocious objection to any new government
use of technology and data. Where, I wondered, did their objection
come from?

So I'looked into the history of privacy crusading.

And that’s where I found the answer.
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In the 1880s, Samuel Dennis Warren was near the top of the Boston
aristocracy. His father was a self-made paper-manufacturing tycoon.
His wife, Mabel Bayard Warren, was the daughter of a U.S. senator
and secretary of state.

Warren himself was no slouch. He had finished second in his
class at Harvard Law School. He founded a law firm with the man
who finished just ahead of him, Louis Brandeis, and they prospered
mightily. Brandeis was a brilliant, creative lawyer and social reformer
who would eventually become a great Supreme Court justice.

But Samuel Dennis Warren was haunted. There was a canker in
the rose of his life. His wife was a great hostess, and her parties were
carefully planned. When Warren's cousin married, Mabel Warren
held a wedding breakfast and filled her house with flowers for the
event. The papers described her home as a “veritable floral bower.”

No one should have to put up with this.

Surely you see the problem.

No? Well, Brandeis did.

He and Warren both thought that, by covering a private social
event, the newspapers had reached new heights of impertinence and
intrusiveness. The parties and guest lists of a Boston Brahmin and his
wife were no one’s business but their own, he thought.

And so was born the right to privacy.

Angered by the press coverage of these private events, Brandeis
and Warren wrote one of the most frequently cited law review articles
ever published. In fact, “The Right to Privacy,” which appeared in the
1890 Harvard Law Review, is more often cited than read—for good
reason, as we'll see. But a close reading of the article actually tells us a
lot about the modern concept of privacy.

Brandeis,' also the father of the policy-oriented legal brief,
begins the article with a candid exposition of the policy reasons
why courts should recognize a new right to privacy. His argument is

uncompromising:

The press is overstepping in every direction the obvious bounds of
propriety and of decency. Gossip is no longer the resource of the idle
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and of the vicious, but has become a trade, which is pursued with
industry as well as effrontery . .. To occupy the indolent, column
upon column is filled with idle gossip, which can only be procured
by intrusion upon the domestic circle. The intensity and complexity
of life, attendant upon advancing civilization, have rendered nec-
essary some retreat from the world, and man, under the refining
influence of culture, has become more sensitive to publicity, so that
solitude and privacy have become more essential to the individual;
but modern enterprise and invention have, through invasions upon
his privacy, subjected him to mental pain and distress, far greater
than could be inflicted by mere bodily injury ... Even gossip appar-
ently harmless, when widely and persistently circulated, is potent
for evil . .. When personal gossip attains the dignity of print, and
crowds the space available for matters of real interest to the com-
munity, what wonder that the ignorant and thoughtless mistake
its relative importance . . . Triviality destroys at once robustness of

thought and delicacy of feeling.

What does Brandeis mean by this? To be brief, he thinks it should
be illegal for the newspapers to publish harmless information about
themselves and their families. That, he says, is idle gossip, and it dis-
tracts “ignorant and thoughtless” newspaper readers from more high-
minded subjects. It also afflicts the refined and cultured members of
society—like, say, Samuel Dennis Warren and his wife—who need
solitude but who are instead harassed by the fruits of “modern enter-
prise and invention.”

What's remarkable about “The Right to Privacy” is that the arti-
cle’s title still invokes reverence, even though its substance is, well,
laughable.

Is there anyone alive who thinks it should be illegal for the media
to reveal the guest-list at a prominent socialite’s dinner party or to
describe how elaborate the floral arrangements were? Today, it's
more likely that the hostess of a prominent dinner party will blog
it in advance, and that the guests will send Twitter updates while
it's under way. For most socialites, what would really hurt is a lack
of media coverage. To be blunt, when he complains so bitterly about
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media interest in a dinner party, Brandeis sounds to modern ears like
a wuss.

Equally peculiar is the suggestion that we should keep such infor-
mation from the inferior classes lest they abandon self-improvement
and wallow instead in gossip about their betters. That makes Brandeis
sound like a wuss and a snob.

He does sound quite up-to-date when he complains that“modern
enterprise and invention” are invading our solitude. That is a familiar
complaint. It's what privacy advocates are saying today about Google,
not to mention the NSA. Until you realize that he’s complaining
about the scourge of “instantaneous photographs and newspaper
enterprise.’ Huh? Brandeis evidently thinks that publishing a private
citizen’s photo in the newspaper causes “mental pain and distress, far
greater than could be inflicted by mere bodily injury.”

If we agreed today, of course, we probably wouldn't have posted
3.5 billion photographs of ourselves and our friends on Flickr.

Anachronistic as it seems, the spirit of Brandeis's article is still the
spirit of the privacy movement. The right to privacy was born as a
reactionary defense of the status quo, and so it remains. Then, as now,
new technology suddenly made it possible to spread information more
cheaply and more easily. This was new, and uncomfortable. But apart
from a howl of pain—pain “far greater than . .. mere bodily injury”—
Brandeis doesn't tell us why it’s so bad.

I guess you had to be there.

Literally. Unless you were an adult when photography came to
newspapers, you'll probably never really understand what the fuss was
about. We've all been photographed, and most of us aren't happy with
the results, at least not all the time. But that’s life, and we've learned to
live with it. Most of us can't imagine suing to prevent the distribution
of our photographs—which was the tort Brandeis wanted the courts
to create.,

We should not mock Brandeis too harshly. His article clearly con-
veys a heartfelt sense of invasion. But it is a sense of invasion we can
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never share. The sensitivity about being photographed or mentioned
in the newspapers, a raw spot that rubbed Brandeis so painfully, has
calloused over. So thick is the callous that most of us would be tick-
led, not appalled, to have our dinner parties make the local paper, and
especially so if it included our photos.

And that’s the second thing that Brandeis’s article can tell us about
more contemporary privacy flaps. His brand of resistance to change
is still alive and well in privacy circles, even if the targets have been
updated. Each new privacy kerfuffle inspires strong feelings precisely
because we are reacting against the effects of a new technology. Yet as
time goes on, the new technology becomes commonplace. Our reac-
tion dwindles away. The raw spot grows a callous. And once the ini-
tial reaction has passed, so does the sense that our privacy has been
invaded. In short, we get used to it.

At the beginning, of course, we don't want to get used to it. We
want to keep on living the way we did before, except with a few more
amenities. And so, like Brandeis, we are tempted to ask the law to stop
the changes we see coming. Theres nothing more natural, or more
reactionary, than that.

Most privacy advocates don't see themselves as reactionaries
or advocates for the status quo, of course. Right and left, they cast
themselves as underdogs battling for change against the entrenched
forces of big government. But virtually all of their activism is actually
devoted to stopping change—keeping the government (and some-
times industry) from taking advantage of new technology to process
and use information.

But simply opposing change, especially technological change, is a
losing battle. At heart, the privacy groups know it, which may explain
some of their shrillness and lack of perspective. Information really
does “want to be free’—or at least cheap. And the spread of cheap
information about all of us will change our relationship to the world.
We will have fewer secrets. Crippling government by preventing it
from using information that everyone else can get will not give us back

our secrets.



314  SKATING ON STILTS

In the 1970s, well before the personal computer and the Internet,
privacy campaigners persuaded the country that the FBI's newspaper
clipping files about U.S. citizens were a threat to privacy. Sure, the
information was public, they acknowledged, but gathering it all in one
file was viewed as vaguely sinister. The attorney general banned the
practice in the absence of some legal reason for doing so, usually called
an investigative “predicate.”

So, in 2001, when Google had made it possible for anyone to
assemble a clips file about anyone in seconds, the one institution in
the country that could not print out the results of its Google searches
about Americans was the FBI. This was bad for our security, and it
didn't protect anyone’s privacy either.

The privacy campaigners are fighting the inevitable. The “perma-
nent record” our high school principals threatened us with is already
here—in Facebook. Anonymity, its thrills and its freedom, has been
characteristic of big cities for centuries. But anonymity will also grow
scarce as data becomes easier and easier to gather and correlate. We
will lose something as a result, no question about it. The privacy
groups’ response is profoundly conservative in the William F. Buckley
sense—standing athwart history yelling, “Stop!”

I'm all for conservatism, even in unlikely quarters. But using laws
to fight the inevitable looks a lot like Prohibition. Prohibition was put
in place by an Anglo-Saxon Protestant majority that was sure of its
moral superiority but not of its future. What the privacy community
wants is a kind of data Prohibition for government, while the rest of
us get to spend more and more time in the corner bar.

That might work if governments didn't need the data for impor-
tant goals such as preventing terrorists from entering the country.
After September 11, though, we can no longer afford the forced inef-
ficiency of denying modern information technology to government.
In the long run, any effective method of ensuring privacy is going to
have to focus on using technology in a smart way, not just trying to

make government slow and stupid.
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That doesn't mean we have to give up all privacy protection. It just
means that we have to look for protections that work with technology
instead of against it. We can't stop technology from making information
cheap and reducing anonymity, but we can deploy that same technol-
ogy to make sure that government officials can't misuse data and hide
their tracks. This new privacy model is partially procedural—greater
oversight and transparency. And it is partly substantive—protecting
individuals from actual adverse consequences rather than hypotheti-
cal informational injuries.

Under this approach, the first people who should lose their pri-
vacy are the government workers with access to personal data. They
should be subject to audit, to challenge, and to punishment if they use
the data for improper purposes. That's an approach that works with
emerging technology to build the world we want to live in. In contrast,
it is simple Luddism to keep government from doing with informa-
tion technology what every other part of society can do.

The problem is that Luddism always has appeal. “Change is bad”
is a slogan that has never lacked for adherents, and privacy advocates
sounded alarm after alarm with that slogan as the backdrop when we
tried to put in place a data-based border screening system.

But would we really thank our ancestors if theyd taken the sub-
stance of Brandeiss article as seriously as its title? If, without a legis-
lature ever considering the question, judges had declared that no one
could publish true facts about a man’s nonpolitical life, or even his
photograph, without his permission?

I don't think so. Things change. In an odd way, privacy is a lot like
clothing. Like clothing fashions, privacy standards evolve—and not
just in one direction. Skirt lengths or necklines that are fashionable in
one decade look slutty in the next. Americans grow less private about
their sex lives but more private about financial matters. Today, few of
us are willing to have strangers living in our homes, listening to our
family conversations, and then gossiping about us over the back fence
with the strangers who live in our friends”homes. Yet I'll bet that both
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Brandeis and Warren tolerated without a second thought the limits
that servants put on their privacy.

Why does our concept of privacy vary from time to time? Here’s
one theory: Privacy is allied with shame. We are all ashamed of some-
thing about ourselves, something we would prefer that no one, or just
a few people, know about. We want to keep it private. Sometimes,
of course, we should be ashamed. Criminals always want privacy for
their acts. But we're also ashamed—or at least feel embarrassment,
the first cousin of shame—about a lot of things that aren’t crimes.

We may be ashamed of our bodies, at least until were sure we
won't be mocked for our physical shortcomings. Privacy is similar; we
are often quite willing to share information about ourselves, including
what we look like without our clothes, when we trust our audience,
or when the context makes us believe that our shortcomings will go
unnoticed. Most of us would rather be naked with our spouse than a
random stranger. And we would not appear at the office in our under-
weat, even if it covers more than the bathing suit we wore at the beach
on the weekend.

For that reason, enforced nudity often feels like a profound inva-
sion of our privacy. At least at first. In fact, though, we can get used
to it pretty quickly, as anyone who has played high school sports or
served in the army can attest. That's because the fear of mockery is
usually worse than the experience. We often fear mockery because
we're self-absorbed; we don't realize that, to others, our private short-
comings are not that unusual and not that interesting. So when we
discover that being naked in a crowd of other naked people doesn't
lead to mockery and shame, we begin to adapt. We develop a callous
where we once were tender.

The things that Brandeis considered privacy invasions are similar.
Very few of us are happy the first time we see our photograph or an
interview in the newspaper. At first, we're surprised and embarrassed at
how big our nose looks or how inarticulate we sound. We're unhappy
in a way that Brandeis would find quite familiar. But pretty soon we
realize it’s just not that big a deal. Our nose and our style of speech
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are things that the people we know have already accepted, and no one
else cares enough to embarrass us about them. The same is true when
we Google ourselves and see that a bad review of our dinner-theater
performance is number three on the list. Our first reaction is embar-
rassment and unhappiness, but the reaction is oddly evanescent.

If this is so, then the zone of privacy is going to vary from time
to time and place to place—just as our concept of physical modesty
does. The “zone of privacy” has boundaries on two sides. We don't care
about some information that might be revealed about us, probably
because the revelation causes us no harm—or we've gotten used to it.
If the information is still embarrassing we want to keep it private, and
society may agree. But we can't expect privacy for information that
society views as truly shameful or criminal.

Over time, information will move into and out of the zone of pri-
vacy on both sides. Some information will simply become so unthreat-
ening that we'll laugh at the idea that it is part of the privacy zone.
Photographs long ago entered that category, despite Brandeis’s cam-
paigning. Similarly, in 1948, George Orwell could shock Britons by
imagining that the government would install cameras in our homes.
Today, it's the homeowners who are buying and installing the cameras
so they can broadcast their activities. Some information will move
from criminal evidence into the zone of privacy, as sexual preference
has. Or it may move in the other direction: Information that a man
beats his wife is no longer protected by a zone of familial privacy, as it
once was; now it’s viewed as evidence of a crime.

The biggest privacy battles will often be in contexts where the rules
are changing. (The subtext of many Internet privacy fights, for example,
is whether some new measure will expose the identities of people who
download pornography or copyrighted music and movies. Society is
divided about how shameful it is to download these items, and it dis-
places that moral and legal debate into a fight about privacy.)

The contextual nature of privacy shows up everywhere. Divorce liti-
gation is brutal in part because information shared in a context of love
and confidence ends up being disclosed to the world in a deliberately
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harmful way. The unspoken agreement under which the information
was shared has been broken: “I am telling you about my alcohol abuse
so that we can fight it together, not so you can tell my employer and the
rest of the wotld.” A lot of privacy law is an attempt to translate that
sense of betrayal into a doctrine that the courts can enforce.

That's another odd thing about privacy that makes it so contex-
tual. Privacy isn't really about keeping data completely hidden from
view. It's about making sure that the information isn't used in an unex-
pected and harmful way. Often the activity in question (like making
a telephone call or a credit card purchase) is something that the indi-
vidual does freely, with clear knowledge that some other people (his
bank or his phone company) know what he is doing. Sometimes the
activities are proudly public in nature—protests against government
policy, for example.

In those cases, the privacy concern is not that the bank or the
phone company (or our spouse) actually has the information but
rather what it will do with the information it has—whether it will
use the data in ways we didn't expect or give the data to someone who
can harm us. We want to make sure the data will not be used to harm
us in unexpected ways.

And that helps explain why privacy advocates are so often Lud-
dite in inclination—Dbecause modern technology keeps changing the
ways in which information is used. Once, we could count on practical
obscurity—the difficulty of finding bits of data from our past—to
protect us from unexpected disclosures. Now, storage costs are virtu-
ally nil, and processing power is increasing exponentially. It is no lon-
ger possible to assume that your data, even though technically public,
will never actually be used. It is dirt cheap for data processors to com-
pile dossiers on individuals, and for them to use the data in ways we
didn't expect.

Some would argue that this isn't really “privacy” so much as a con-
cern about abuse of information. However it's defined, though, the real
question is what kind of protection it is reasonable for us to expect.
Can we really write a detailed legislative or contractual pre-nup for
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each disclosure, setting forth exactly how our data will be used before
we hand it over? I doubt it. Maybe we can forbid obvious misuses, but
the more detailed we try to get, the more we run into the problem
that our notions of what is private, and indeed of what is embarrass-
ing, are certain to change over time. If so, does it make sense to freeze
today’s privacy preferences into law?

In fact, that’s the mistake that Brandeis made—and the last les-
son we can learn from the odd mix of veneration and guffawing that
his article provokes. Brandeis wanted to extend common law copy-
right until it covered everything that can be recorded about an indi-
vidual. The purpose was to protect the individual from all the new
technologies and businesses that had suddenly made it easy to gather
and disseminate personal information: “the too enterprising press,
the photographer, or the possessor of any other modern device for
rewording or reproducing scenes or sounds.”

This proposal is wacky in two ways. First it tries to freeze in 1890
our sense of what is private and what is not. Second, it tries to defy
the gravitational force of technology.

Every year, information gets cheaper to store and to duplicate.
Computers, iPods, and the Internet are all ‘modern devices” for “repro-
ducing scenes or sounds,” which means that any effort to control
reproduction of pictures, sounds, and scenes becomes extraordinarily
difficult if not impossible. In fact, it can’t be done.

There is a deep irony here. Brandeis thought that the way to
ensure the strength of his new right to privacy was to enforce it just
like state copyright law. If you don't like the way “your” private infor-
mation is distributed, you can sue everyone who publishes it. One
hundred years later, the owners of federal statutory copyrights in pop-
ular music and movies followed this prescription to a T. They began
to use litigation to protect their data rights against“the possessor(s] of
any other modern device for ... reproducing scenes or sounds,” a class
that now included many of their customers. The Recording Industry
Association of America (RIAA) sued consumers by the tens of thou-
sands for using their devices to copy and distribute songs.
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Unwittingly, the RIAA gave a thorough test to Brandeis's notion
that the law could simply stand in front of new technology and bring it
to a halt through litigation. There aren't a lot of people who think that
that has worked out well for the RIAA members, or for their rights.

Brandeis wanted to protect privacy by outlawing the use of a com-
mon new technology to distribute “private” facts. His approach has
fared no better than the RIAAS. Information that is easy to gather,
copy and distribute will be gathered, copied, and distributed, no mat-
ter what the law says.

It may seem a little bit odd for me to criticize Brandeis and other
privacy campaigners for resisting the spread of technology. After all,
the whole point of this book is that we can't simply accept the world
that technology and commerce serve up.

True, we can'. The risk is too great. But neither can we defy gravity.

It's one thing to redirect the path of technological change by a
few degrees. It's another to insist that it take a right angle. Brandeis
wanted it to take a right angle; he wanted to defy the changes that
technology was pressing upon him. So did the RIAA.

Both were embracing a kind of Luddism—a reactionary spasm in
the face of technological change. They were doomed to fail. The new
technologies, after all, empowered ordinary citizens and consumers in
ways that could not be resisted. If the law tries to keep people from
enjoying the new technologies, in the end it is the law that will suffer.

But just because technologies are irresistible does not mean that
they cannot be guided, or cannot have their worst effects offset by
other technologies. That is the message of this book: The solutions
I'm advocating will only work if they allow the world to keep practi-
cally all the benefits of the exponential empowerment that new tech-
nology makes possible.



‘ Privacy for the Real World

B y now you may be asking, “Okay, Mister-I'm-a-privacy-advocate-
too, what's your solution to the tension between information tech-
nology and our current sense of privacy?”

That's a fair question. The short answer is that we should protect
privacy, but not by defying the course of technology or by crippling
government when it investigates crimes. We can do it by working with
technology, not against it. In particular, we can use information tech-
nology to make sure that government officials lose their privacy when
they misuse data that has been gathered for legitimate reasons. Infor-
mation technology now makes it easier to track every database search
made by every user, and then to follow any distribution of that data
outside the system. In other words, it can make misuse of the data in
government files much more difficult and much more dangerous.

But before talking about what might work, let’s take a closer look
at some of the ideas that don't. Privacy campaigners have a limited
repertoire; they usually roll out one of three basic solutions to the
privacy problem. Unfortunately, these three solutions either don't
protect our privacy in any meaningful way or they make it so hard to
catch terrorists and criminals that they will end up getting thousands
of us killed. Or both.

Their first privacy solution is one we've already seen. It's the Bran-
deisian notion that we should all “own” our personal data. That has
some appeal, of course. If T have a secret, it feels a lot like property.
I can choose to keep it to myself, or I can share it with a few people
whom I trust. And I would like to believe that sharing a secret with
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a few trusted friends doesn't turn it into public property. It's like my
home. Just because I've invited one guest home doesn't mean the pub-
lic is welcome.

But in the end, information is not really like property. Property
can only be held by one person at a time, or at most by a few people.
But information can be shared and kept at the same time. And those
with whom it is shared can pass it on to others at little or no cost. If
you ever told a friend about your secret crush in junior high you've
already learned that information cannot be controlled like property.
As Ben Franklin is credited with saying, “Three may keep a secret if
two of them are dead.” The redistribution of information cannot be
easily controlled in the best of times, and Moore's Law is making the
control of information nearly impossible.

The recording and movie industries discovered the same thing. If
these industries with their enormous lobbying and litigation budgets
cannot control information that they own as a matter of law, the rest of
us are unlikely to be able to control information about ourselves. Gossip
is not going to become illegal simply because technology amplifies it.

That's why Brandeis’s proposal never really got off the ground,
at least not as he envisioned it. Buoyed by Brandeis’s prestige, the
idea that private facts are private property lingered on in the courts
for years, but what survived of his proposal is scarcely recogniz-
able today.

In fact, so transformed is Brandeis’s privacy doctrine that it is now
described, accurately, as a“right of publicity,” which surely would have
him turning in his grave. Currently, most states honor Brandeis by
allowing lawsuits for unauthorized commercial use of a person’s like-
ness, either by statute or judge-made law.

Opver time, courts lost sight of Brandeis's purpose. They began to
take the analogy to property literally. Brandeis wanted to treat pri-
vate information like property because that was the only way to give
a remedy for the “mental pain and distress, far greater than could be
inflicted by mere bodily injury,” that he thought a man suffered when
his photo was published without permission. But as people got used
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to having their pictures taken, the mental pain and distress slowly
drained out of the experience.

All that was left was the property analogy. And so judges began
shrinking the right until it only had bite in the one set of circumstances
where the right to control one’s image actually feels like a property
right—when the image is worth real bucks. Thus, the courts require
disgorgement of profits made when a celebrity’s name, face, voice,
or even personal style is used without permission to sell or endorse
products. As a result, the right to exploit a celebrity’s image really is
property today; it can be sold, transferred, and even inherited.

There’s only one problem with this effort to turn privacy into
property. It hasn't done much for privacy. It simply protects the right
of celebrities to make money off their fame. In fact, by monetizing
things like celebrity images, it rewards those who have most relent-
lessly sacrificed their privacy to gain fame.

The right of publicity is well named. It is the right to put your pri-
vacy up for sale. Not surprisingly, a lot of people have been inspired to
do just that. Ironically, Brandeis’s doctrine has helped to destroy the
essence of what he hoped to preserve.

Oh, and in the process, Brandeis’s approach has stifled creativity
and restricted free speech—muzzling artists, social commentators,
and businesspeople who want to make creative use of images that are
an essential part of our cultural environment. It's a disaster. Slowly,
courts are waking up to the irony and limiting the right of publicity.

The same “private information as property” approach has also
made a modest appearance in some consumer privacy laws, and it's
worked out just as badly. At bottom, consumer privacy protection
laws like the Right to Financial Privacy Act' treat a consumer’s data
like a consumer’s money: You can give your data (or your money) to
a company in exchange for some benefit, but only if you've been told
the terms of the transaction and have consented. Similarly, the Cable
Communications Policy Act of 19847 prevents cable providers from
using or releasing personal information in most cases unless the pro-
viders get the customer’s consent.
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The fruit of this approach is clear to anyone with a bank account
or an Internet connection. Everywhere you turn, you're confronted
with “informed consent” and “terms of service” disclosures; these are
uniformly impenetrable and non-negotiable. No one reads them
before clicking the box, so the “consent” is more fiction than reality;
certainly it does little to protect privacy. Indeed, it's turning out a lot
like the right of publicity. By treating privacy as property, consumer
privacy protection law invites all of us to sell our privacy.

And we do. Only for most of us, the going price turns out to be
disconcertingly cheap.

The second way of protecting privacy is to require what’s called a
“predicate” for access to information. That's a name only a lawyer could
love. In fact, the whole concept is one that only lawyers love.

Simply put, the notion is that government shouldn't get certain
private information unless it satisfies a threshold requirement—a
“predicate” for access to the data. Lawyers have played a huge role in
shaping American thinking about privacy, and the predicate approach
has been widely adopted as a privacy protection. But its value for that
purpose is quite doubtful.

The predicate approach to privacy can be traced to the Fourth
Amendment, which guarantees that “no Warrants shall issue, but
upon probable cause” Translated from legalese, this means that the
government may not search your home unless it has a good reason to
do so. When the government asks for a search warrant, it must show
the judge “probable cause’—evidence—that the search will turn up
criminal evidence or contraband. Probable cause is the predicate for
the search.

Lawyers spend a lot of time thinking about the Fourth Amendment.
Every law student spends weeks exploring its intricacies. Evidence from
an illegal search cannot be used in a criminal prosecution. So millions of
defendants have made claims under the Fourth Amendment after being
convicted, giving the courts many opportunities to apply the amend-
ment. All problems look like a nail to someone who has only a hammer.
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And all privacy problems tend to look like the Fourth Amendment to
lawyers who have grown up parsing its protections.

It's been applied to cops on the beat, for example. A traffic stop is
pretty close to an arrest, and a pat-down is even closer to a full-fledged
search. But requiring warrants and probable cause would make it impos-
sible to pat down rough customers in a bad part of town or to stop drivers
just to check license and registration. So the courts came up with a new
predicate for such intrusions on our freedom—"reasonable suspicion.”

When a flap arose in the 1970s over the FBI practice of assem-
bling domestic security dossiers on Americans who had not broken
the law, the attorney general stepped in to protect their privacy. He
issued new guidelines for the FBL. He was a lawyer, so he declared
that the FBI could not do domestic security investigations of Ameri-
cans without a predicate.

The predicate wasn't probable cause; that was too high a standard.
Instead, the attorney general allowed the launching of a domestic secu-
rity investigation only if the bureau presented “specific and articulable
facts giving reason to believe” that the subject of the investigation may
be involved in violence.

Actually, the story of the FBI guidelines shows why the predi-
cate approach often fails. The dossiers being assembled by the FBI
were often just clippings and other public information. They usually
weren't the product of a search in the classic sense; no federal agents
had entered private property to obtain the information. Nonetheless,
the FBI guidelines treated the gathering of the information itself as
though it were a kind of search.

In so doing, the guidelines were following in Brandeis's foot-
steps—treating information as though it were physical property. The
collection of the information was equated to a physical intrusion into
the home or office of the individual. Implicitly, it assumes that data
can be locked up like property.

But that analogy has already failed. It failed for Brandeis and it
failed for the RIAA. It failed for the FBI guidelines, too. As clippings

became easier to retrieve, clippings files became easier to assemble.
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Then Google made it possible for anyone to assemble an electronic
clips file on anyone. There was nothing secret about the clippings
then. They were about as private as a bus terminal.

But the law was stuck in another era. Under the guidelines, the
FBI and the FBI alone needed a predicate to print out its Google
searches. You have to be a pretty resilient society to decide that you
want to deny to your law enforcement agencies a tool that is freely
available to nine-year-old gitls and terrorist gangs. Resilient but stu-
pid. (Not surprisingly, the guidelines were revised after 9/11.)

That's one reason we shouldn't treat the assembling of data as
though it were a search of physical property. As technology makes it
easier and easier to collect data, the analogy between doing that and
conducting a search of a truly private space will become less and less
persuasive. No one thinks government agencies should have a predi-
cate to use the White Pages. Soon, predicates that keep law enforce-
ment from collecting information in other ways will become equally
anachronistic, leaving law enforcement stuck in the 1950s while every-
one else gets to live in the twenty-first century.

I saw this lawyerly affinity for predicates up close at DHS. The
issue was laptop searches at the border. The government has always
had the right to search anything crossing the border without probable
cause. Smugglers are smart and highly motivated; they would find a
way to exploit any limitations on the authority to conduct searches.
The first Congress knew that quite well, and in 1789, two months
before it sent the Fourth Amendment to the states for approval, Con-
gress gave the customs service “full power and authority” to search“any
ship or vessel, in which they shall have reason to suspect any goods,
wares or merchandise subject to duty shall be concealed.”

Obviously, DHS and its border predecessors didn't search lap-
tops in 1789. But they did search books, papers, correspondence, and
anything else that could store information. That was the law for two
hundred years, with one exception. The Supreme Court has ruled
that a few extraordinarily intrusive techniques—body cavity searches

and forced x-rays—require a “reasonable suspicion.™
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Laptops are treated like books and papers. They are searched
whenever border officials think that such a search is likely to be pro-
ductive. And even the famously liberal Ninth Circuit, the court of
appeal that includes California, has had no trouble approving that
practice.

For good reason. Laptop searches pay off.

Take United States v. Hampe, triggered by a 2006 border search
at Bar Harbor, Maine. The search turned up a laptop with numerous
images of child pornography; officers also found “children’s stickers,
children’s underwear, children’s towels or blankets with super heroes
printed on them,” as well as“12-15 condoms” and “a container of per-
sonal lubricant” The lawbooks are full of unsuccessful appeals by
convicted pedophiles and child porn smugglers, claiming that the lap-
tops holding the evidence against them should not have been searched
without a predicate.®

After 9/11, we used laptop searches to find possible terrorists.
That's in part because investigators famously failed to inspect the
laptop of one of the 9/11 conspirators, Zacarias Moussaoui, when it
might have done some good. Found early enough, the information on
his laptop might have helped uncover Moussaoui’s ties to al Qaeda.
Having learned that lesson, we began using laptop searches more
often when terrorism was a risk.

In 2006, for example, border officials at the Minneapolis-St. Paul
airport referred a suspect traveler to secondary inspection. There they
found that his computer contained video clips of IEDs being used to
kill soldiers and destroy vehicles and a video on martyrdom. He was
also carrying a manual on how to make improvised explosive devices,
or IEDs—a weapon of choice for terrorists in Afghanistan and Iraq.

Despite two hundred years of history and precedent, as well as the
proven value of searching electronic media, privacy groups launched a
campaign against laptop searches toward the end of the Bush adminis-
tration. This was a strange and unhappy era in the debate over privacy.
By 2005, privacy advocates had found a growing audience for claims
that the Bush administration had abandoned all limits in pursuing
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terrorism—that it had swung the pendulum violently away from pri-
vacy and in favor of government authority.

By attacking alleged privacy violations in the war on terror, the
privacy groups found that they could tap a passionate core of support.
But apart from adoption of the USA PATRIOT Act, there hadn't
been that many domestic legal changes after 9/11. But the privacy
groups weren't about to stop shooting just because they were running
out of targets. Instead, the rights groups started attacking security
practices that had been established in the 1990s or eatlier. I watched
the return to pre-September 11 thinking with dismay. But even I was
surprised to find groups seriously proposing to swing the pendulum
back, not to September 10,2001, but to July of 1789. (Perhaps I didn't
realize, said one colleague, just how long the ACLU thought the Bush
administration had been in power.)

The privacy advocates solution to the laptop issue was the lawyer’s
favorite—a predicate requirement. Laptops should not be searched
at the border, they argued, unless the border official could articulate
some specific reason for conducting the search. That argument was
rejected by both the Bush and the Obama administrations after care-
ful consideration.

We rejected it for two reasons. It wouldn't have protected privacy
in any meaningful way. And it would have helped pedophiles and ter-
rorists defeat our border defenses. Other than that, it was jim-dandy.

Why wouldn't it help protect privacy? Because as a practical mat-
ter, no border official today searches a laptop without some reasonable
suspicion about the traveler. The exponential increase in commercial
jet travel and the unforgiving thirty-second rule mean that only one
traveler in two hundred is sent to secondary inspection for a closer
look. Once there, many travelers quickly satisfy the officials that they
don't deserve more detailed inspection.

Everyone at the border is busy; there’s another jet or another bus
arriving in minutes. Border officers don't have the luxury of hooking
up the laptops of random travelers for inspection without a good rea-
son, Officers who waste their time and DHS'’s resources that way are
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going to hear from their supervisors long before they hear from the
travelers' lawyers.

Okay, you may say, the rule wouldn't do much good. But surely it
can't hurt, can it? If border officials only search laptops today when
they have a good reason to do so, why not make that a requirement?
What harm can it do to make reasonable suspicion a predicate for
laptop searches at the border?

Plenty. Requiring reasonable suspicion before a laptop search will
open every border search to litigation. And in court, it may be hard to
justify even some very reasonable judgments.

Sometimes, the primary inspector will send the traveler to sec-
ondary simply because the inspector is not comfortable with the
traveler. Remember Mohamed al Kahtani—the twentieth hijacker?
He was sent to secondary inspection on the basis of intuition—
there was no evidence of illegality in the fact that he did not speak
English and hadn't filled out his arrival forms. But the inspector’s
intuition was dead right. Kahtani deserved all the scrutiny he got,
and more. Still, if the inspector had opened the terrorist’s laptop on
the basis of his intuition, could he have been sure the courts would
agree that he had a reasonable suspicion? That uncertainty would
undermine the effectiveness of border procedures, perhaps giving
a free ride to wealthy travelers or those who threaten legal action if
they are delayed.

Inevitably, enforcement of a predicate requirement for bor-
der searches will produce litigation. The litigation will focus on the
motives of the border officials. The courts will tell those officials that
some reasons are not good enough. Defense lawyers will want to see
the personnel records of border officials, hoping to show that they've
inspected a disproportionate number of laptops belonging to minori-
ties, or to Saudis, or to men, or any other pattern that might get the
case thrown out. Border officials will have to start keeping detailed
records justifying each laptop search. New paperwork and new proce-
dures will clog the inspection process, backing up travelers and penal-
izing any inspector who searches a laptop.
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A predicate requirement would mean that every official who
inspects a laptop will get to spend quality time on the stand with a
defense counsel dedicated to questioning the officer’s motives and
painting the oflicer as a racist, sexist, or whatever else the lawyer thinks
might work. In close cases, it’s inevitable that border officials will be
slow to conduct a search that brings with it a host of paperwork and
the chance to be cross-examined. And that inevitably means that we'll
catch fewer criminals and terrorists.

Wait a minute, you might ask, what if those officials really are
racists or sexists? Shouldn't we do something about that? Surely my
laptop shouldn't be searched because of prejudice?

A lot of academics and lawyers are too quick to assume that law
enforcement is full of racists or sexists; disliking cops is about the only
form of prejudice that is still respectable in their circles.

But let’s assume that their prejudice is right, at least sometimes,
and that there are biased officials at work on the border. Surely there’s
a better way to find them and get them off the job than to count on
criminal defense lawyers exposing them on the witness stand years
after the event.

By now, notice, were not even talking about privacy anymore. The
“predicate” solution has, in effect, changed the subject. We're talking
about the motives of border officials, or ethnic profiling, or something;
but it isn't privacy. We're also moving the whole discussion into territory
that lawyers find comfortable but that ordinary people might question.

The Fourth Amendment approach to privacy assumes that pri-
vacy is best protected by letting criminals challenge the search that
produced the evidence against them. But before adopting that solu-
tion, we ought to be pretty sure that we're going to get benefits that
match the cost of letting guilty defendants go free, something that
isn't obvious here.

The predicate solution also creates more litigation and gives law-
yers new power to discomfit ofhicials. It's easy to see why that would
appeal to lawyers, but American litigation is surely the most costly
policymaking process on the planet—and not exactly democratic,
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either, Again, wed need to foresee real benefits that can't be achieved
in some other fashion before buying into that approach. And, for all
the reasons I've given, there are very few benefits to be gained from the
“predicate” approach to most privacy problems.

Thatleaves the third approach to privacy, one we've already seen in action.
If requiring a predicate is the lawyer’s solution; this third approach is
the bureaucrat’s solution. It is at heart the approach adopted by the
European Union: Instead of putting limits on when information may
be collected, it sets limits on how the information is used.

The European Union’s data protection principles cover a lot of
ground, but their unifying theme is imposing limits on how private
data is used. Under those principles, personal data may only be used
in ways that are consistent with the purposes for which the data were
gathered. Any data that is retained must be relevant to the original
purposes and must be stored securely to prevent misuse.

The EU’s negotiating position in the passenger name records
conflict was largely derived from this set of principles. The principles
also explain Europe’s enthusiasm for a wall between law enforcement
and intelligence. If DHS gathered reservation data for the purpose of
screening travelers when they cross the border, why should any other
agency be given access to the data? This also explains the EU’s insis-
tence on short deadlines for the destruction of PNR data. Once it had
been used to screen passengers, it had served the purpose for which it
was gathered and should be promptly discarded.

There is a core of sense in this solution. It focuses mainly on the
consequences of collecting information, and not on the act of col-
lection. It doesn't try to insist that information is property. It recog-
nizes that when we give information to others, we usually have an
expectation about how it will be used, and as long as the use fits our
expectations, we aren't too fussy about who exactly gets to see it. By
concentrating on how personal information is used, this solution may
get closer to the core of privacy than one that focuses on how personal
information is collected.
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It has another advantage, too. In the case of government data-
bases, focusing on use also allows us to acknowledge the overriding
importance of some government data systems while still protecting
against petty uses of highly personal information.

Call it the deadbeat-dad problem, or call it mission creep, but
there’s an uncomfortable pattern to the use of data by governments.
Often, personal data must be gathered for a pressing reason—the
prevention of crime or terrorism, perhaps, or the administration of a
social security system. Then, as time goes on, it becomes attractive to
use the data for other, less pressing purposes—collecting child sup-
port, perhaps, or enforcing parking tickets. No one would support the
gathering of a large personal database simply to collect unpaid park-
ing fines; but “mission creep” can easily carry the database well beyond
its original purpose. A limitation on use prevents mission creep, or at
least forces a debate about each step in the expansion.

That's all fine. But in the end, this solution is also flawed.

It, too, is fighting technology, though less obviously than the pred-
icate and property approaches. Data that has already been gathered
is easier to use for other purposes. It’s foolish to pretend otherwise.
Indeed, developments in information technology in recent years have
produced real strides in searching unstructured data or in finding
relationships in data without knowing for sure that the data will actu-
ally produce anything useful. In short, there are now good reasons to
collate data gathered for widely differing purposes, just to see the pat-
terns that emerge.

This new technical capability is hard to square with use limita-
tions or with early destruction of data. For if collating data in the
government’s hands could have prevented a successful terrorist attack,
no one will congratulate the agency that refused to allow the collation
because the data was collected for tax or regulatory purposes, say, and
not to catch terrorists.

What's more, use limitations have caused great harm when applied
too aggressively. The conflict with the EU is a reminder that the “wall”
between law enforcement and intelligence was at heart a use limitation.
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It assumed that law enforcement agencies would gather information
using their authority, and then would use the information only for law
enforcement purposes. Intelligence agencies would do the same. Or so
the theory went. But strict enforcement of this use limitation ended up
preventing cooperation that might have thwarted the 9/11 attacks.

Like all use limitations, the “wall” between law enforcement
sounded reasonable enough in the abstract. While no one could point
to a real privacy abuse arising from cooperation between the intelli-
gence and law enforcement agencies in the United States, it was easy
to point to the Gestapo and other totalitarian organizations where
there had been too much cooperation among agencies.

What was the harm in a little organizational insurance against
misuse of personal data, the argument ran. The rules allowed coop-
eration where that was strictly necessary, and we could count on the
agencies to crowd right up to the line in doing their jobs. Or so we
thought. In fact, we couldn’t. As the pressure and the risk ratcheted
up, agents were discouraged from pushing for greater communica-
tion and cooperation across the wall. All the Washington-wise knew
that the way to bureaucratic glory and a good press lay in defend-
ing privacy. Actually, more to the point, they knew that bad press
and bureaucratic disgrace were the likely result if your actions could
be characterized as hurting privacy. Congress would hold hearings;
appropriators would zero out your office; the second-guessing arms
of the Justice Department, from the inspectors general to the Office
of Professional Responsibility, would feast on every detail of your
misstep. So, what might have been a sensible, modest use restriction
preventing the dissemination of information without a good reason
became an impermeable barrier.

That's why the bureaucratic system for protecting privacy so often
fails. The use restrictions and related limits are abstract. They make a
kind of modest sense, but if they are enforced too strictly, they prevent
new uses of information that may be critically important.

And often they are enforced too strictly. You don't have to tell
a bureaucrat twice to withhold information from a rival agency.
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Lawsuits, bad press, and Congressional investigations all seem to
push against a flexible reading of the rules. If a use for information
is not identified at the outset, it can be nearly impossible to add the
use later, no matter how sensible the change may seem. This leads
agencies to try to draft broad uses for the data they collect, which
defeats the original point of setting use restrictions.

It's like wearing someone else’s dress. Over time, use restrictions
end up tight where they should be roomy—and loose where they
should be tight. No one is left satisfied.

So what will work? Simple: accountability, especially electronically-
enforced accountability.

The best way to understand this solution is to begin with Barack
Obama’s passport records—and with Joe the Plumber. These were two
minor flaps that punctuated the 2008 presidential campaign. But both
tell us something about how privacy really is protected these days.

In March of 2008, Barack Obama and Hillary Clinton were duel-
ing across the country in weekly primary showdowns. Suddenly, the
campaign took an odd turn. The Bush administration’s State Depart-
ment announced that it had fired or disciplined several contractors for
examining Obama’s passport records.

Democrats erupted. They remembered when Bill Clinton's files had
been examined during the 1992 campaign, and Obama’s lengthy stays out-
side the United States as a child had become a simmering underground
issue in this campaign. It wasn't hard to jump to the conclusion that the
candidate’s files had been searched for partisan purposes. An Obama
campaign spokesman called the records search “outrageous ... This is a
serious matter that merits a complete investigation, and we demand to
know who looked at Senator Obama’s passport file, for what purpose,
and why it took so long for them to reveal this security breach.”

After an investigation, the flap slowly deflated. It soon emerged
that all three of the main presidential candidates’ passport files had
been improperly accessed. Investigators reported that the State
Department was able to quickly identify who had examined the files
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by using its computer audit system. This system flagged any unusual
requests for access to the files of prominent Americans. The fired
contractors did not deny the computer record. Several of them were
charged with crimes and pleaded guilty. All, it turned out, had acted
purely out of “curiosity.”

Six months later, it was the Republicans’ turn to howl about privacy
violations in the campaign. “Joe” Wurzelbacher, a plumber, became an
overnight hero to Republicans in October 2008. After all, he was prac-
tically the only person who laid a glove on Barack Obama during the
campaign. The candidate made an impromptu stop in Wurzelbacher’s
Ohio neighborhood and was surprised when the plumber forced him
into a detailed on-camera defense of his tax plan. Three days later, “Joe
the Plumber” and his taxes were invoked dozens of times in the presi-
dential debates.

The price of fame was high. A media frenzy quickly stripped Joe Wur-
zelbacher of anonymity. Scouring the public record, reporters found that
the plumber had been hit with a tax lien; they also found government
data that raised doubts about the status of his plumbing license.

Reporters weren't the only ones digging. Ohio state employees
also queried confidential state records about Wurzelbacher. In all,
they conducted eighteen state records checks on Wurzelbacher. They
asked whether the plumber owed child support, whether hed ever
received welfare or unemployment benefits, and whether he was in
any Ohio law enforcement databases. Some of these searches were
proper responses to media requests under Ohio open records laws;
others looked more like an effort to dig dirt on the man.

Ohio’s inspector general launched an investigation and in less
than a month was able to classify all but one of the eighteen records
searches as either legitimate or improper. (One search could not be
traced because it came from an agency outside the jurisdiction of the
inspector general.)®

Thirteen searches were traced and deemed proper. But three par-
ticularly intrusive searches were found improper; they had been car-
ried out at the request of a high-ranking state employee who was also
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a strong Obama supporter. She was suspended from her job and soon
stepped down. A fourth search was traced to a former information
technology contractor who had not been authorized to search the sys-
tem he accessed; he was placed under criminal investigation.

What do these two flaps have in common? They were investi-
gated within weeks of the improper access, and practically everyone
involved was immediately caught. That's vitally important. Informa-
tion technology isn't just taking away your privacy or mine. It's taking
away the privacy of government workers even faster. Data is cheap to
gather and cheap to store. It's even getting cheap to analyze.

So it isn't hard to identify every official who accessed a particular
file on a particular day. That's what happened here. And the conse-
quences for privacy are profound.

If the lawyer’s solution is to put a predicate between government
and the data and the bureaucrat’s solution is to put use restrictions
on the data, then this is the auditor’s solution. Government access to
personal data need not be restricted by speed bumps or walls. Instead,
it can be protected by rules, so long as the rules are enforced.

What's new is that network security and audit tools now make it
easy to enforce the rules. That's important because it takes the profit
motive out of misuse of government data. No profit-motivated offi-
cial is going to take the risk of stealing personal data if it's obvious
that he'll be caught as soon as people start to complain about identity
theft. Systematic misuse of government databases is a lot harder and
more dangerous if good auditing is in place.

Take another look at why government ofhicials accessed these
files. It wasn't to steal identities. (In fact, these would be pretty dumb
places to go for identity theft. If you want to know what's in your pass-
port file, get your passport out and take a look at the one page with
printed data on it. It’s got less sensitive information than your driver’s
license—a photo and your birth date and state. Not even an address,
let alone a Social Security number or credit card number.)

No, the reason most of these people accessed the data was
simple curiosity. Even the one access that may have been for more
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reprehensible reasons—the woman who checked confidential child
support and welfare records for Joe the Plumber—was quickly caught
and the data never leaked.

The speed and nearly complete effectiveness of the audit pro-
cess in these cases tells us that network auditing tools can transform
the way we enforce the rules for handling data in government. For
example, if we catch every error, we can improve compliance and at
the same time reduce the penalties for mistakes. Harsh penalties are
not the most effective way to enforce rules. In fact, they're usually a
confession of failure. When we can't stop a crime, we keep increasing
the penalties, to make an example of the few offenders we do catch.
But when we catch every offender, we can afford to lower the penalty.
Parking fines are lower than tickets for driving alone in a car pool lane
in part because parking violators are easier to catch.

Lighter, more certain penalties for privacy violations serve another
purpose, too. We've talked a lot about the oddly protean nature of pri-
vacy. Not causing harm in unexpected ways is at the core of the con-
cept, but it's nearly impossible to write detailed rules spelling out what
is and is not a violation of privacy. Indeed, the effort to write such rules
and stick to them is what gave us the wall, and thousands of American
dead. So something must be left to discretion. Government employ-
ees must use good sense in handling personal data. If they don't, they
should be punished. But if we are confident that we can identify any
questionable use of personal data and correct it quickly, the punish-
ments can be smaller. They can be learning experiences rather than
penological experiences.

So why did we criminally prosecute the poor schlubs whose
hobby was looking at the passport pictures of famous people? Every-
one would agree that they shouldn't have done it and that they should
have been disciplined. But a criminal record? How did that happen?

The election happened. Everything that touched on the election
was put under a microscope. Evil motives were always ascribed to
the other side. The State Department had to make a blood sacrifice
to show that accessing the data was not part of an evil plot by one
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party against the other. Opening a criminal investigation was a way of
condemning the access in the clearest possible fashion. That the poor
schlubs probably only deserved demotions counted for little in the
super-heated atmosphere of a presidential campaign.

That shows one of the problems with the audit approach. It is too
easily turned into a phony privacy scandal. In both the Wurzelbacher
and Obama cases, the audits did their job. With one possible excep-
tion, they caught the government staff that broke the rules. They pre-
vented any harm to either Wurzelbacher or Obama. And they made
sure that the officials who were responsible would never repeat their
errors again.,

The system worked. Privacy was protected. But that’s certainly
not the impression that was left by coverage of the affairs. Indeed,
the chairman of the Senate Judiciary Committee, Senator Leahy, used
the passport flap to tout new legislation strengthening privacy protec-
tions on government databases.

From a political point of view, then, the system failed. There
were no thanks for the government officials who put the system in
place, who checked the audit logs, who confronted and disciplined
the wrongdoers, and who brought the solved problem to public atten-
tion. To the contrary, they were pilloried for allowing the access in the
first place—even though preventing such access is an impossible task
unless we intend to re-erect walls all across government.

How’s that for irony? Audits work. But they work too well. Every
time they catch someone and put a stop to misuse of personal data
they also provide an opening for political grandstanding. In the end,
the finger pointing will discourage audits. And that will mean less pri-
vacy enforcement. So, the more we turn every successful audit into a
privacy scandal, the less real privacy we're likely to have.

That would be a shame, because the auditor’s solution to the
problem is the only privacy solution that will get more effective as
technology advances. And we're going to need more solutions that
allow flexible, easy access to sensitive databases while still protecting
privacy.
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If the plight of government investigators trying to prevent terror-
ist attacks doesn't move you, think about the plight of medical techni-
cians trying to keep you alive after a bad traflic accident.

The Obama administration has launched a long-overdue effort
to bring electronic medical records into common use. But the privacy
problem in this area is severe. Few of us want our medical records to
be available to casual browsers. At the same time, we can't personally
verify the bona fides of the people accessing our records, especially if
we're lying by the side of the road suffering from what looks like brain
or spine damage.

The electronic record system won't work if it can't tell the first
responders that you have unusual allergies or a pacemaker. It has to
do that quickly and without a lot of formalities. The side of the road
is no place for emergency medical staff to be told that they can't access
your records until they change their passwords or send their medical
credentials to a new hospital. No one wants to be the punch line in an
updated surgeon’s joke: “The privacy system was a success; unfortu-
nately it killed the patient.”

Auditing access after the fact is likely to be our best answer to
this problem, as it is to the very similar problem of how to let law
enforcement and intelligence agencies share information smoothly
and quickly in response to changing and urgent circumstances. The
Markle Foundation has done pioneering work in this area, and its
path-breaking 2003 report on privacy and security in the war on ter-
ror recommends embracing technologies that watch the watchers. A
unique mix of security, privacy, and technology experts managed to
reach agreement in that report; they found that one key to protect-
ing privacy without sacrificing security was a network that included
“access control, authentication, and full auditing capability.”

The Markle report urges that large databases with personal infor-
mation use emerging technologies that can identify all users of the
system with certainty and then give them access that depends on their
roles at any particular time. This includes “the ability to restrict access
privileges so that data can be used only for a particular purpose, for a
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finite period of time, and by people with the necessary permissions.”
The technologies they cited are not pie in the sky. They exist today:
“smart cards with embedded chips, tokens, biometrics, and security
circuits” as well as “[i]nformation rights management technologies."
The Markle task force later did a thoughtful paper on one of those
technologies, which would preserve audit logs even if high-ranking
officials seek to destroy or modify them later.”

These technologies can be very flexible. This makes them especially
suitable for cases where outright denial of data access could have fatal
results. The tools can be set to give some people immediate access, or to
open the databases in certain situations, with an audit to follow. They
can monitor each person with access to the data and learn that person’s
access patterns—what kinds of data, at what time, for how long, with or
without copying, and the like. Deviations from the established pattern
can have many consequences. Perhaps access will be granted but the
person will be alerted that an explanation must be offered within twen-
ty-four hours. Or access could be granted while a silent alarm sounds,
allowing systems administrators to begin a real-time investigation.

There's a kind of paradox at the heart this solution. We can pro-
tect people from misuse of their data, but only by stripping network
users of any privacy or anonymity when they look at the data. The
privacy campaigners aren't likely to complain, though. In our experi-
ence, their interest in preserving the privacy of intelligence and law
enforcement officers is pretty limited.

When I was general counsel of the National Security Agency, a
well-known privacy group headed by Marc Rotenberg filed a Free-
dom of Information Act request asking the NSA to assemble all doc-
uments and emails sent “to or from Stewart Baker.” Then as now, the
NSA was forbidden to assemble files on American citizens who were
not agents of a foreign power. Even so, Rotenberg was asking NSA
to assemble a dossier on me. Since NSA and I were locked in a battle
with Rotenberg over encryption policy at the time, the purpose of
the dossier was almost certainly to look for embarrassing information

that might help Rotenberg in his political fight. Indeed, Rotenberg
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claimed when I confronted him that he was planning to scrutinize my
dossier for evidence of misconduct.

Had the FBI or NSA assembled a dossier on their political adver-
saries, it would have been a violation of law. In fact, it would have
caused a privacy scandal. But Rotenberg saw no irony in his request.
It wasn't a privacy problem, in his view, because government officials
deserve no privacy.

I still think Rotenberg’s tactics were reprehensible; he had singled
me out for a selective loss of privacy because he didn't like my views. But
I've come to appreciate that there’s a core of truth to his view of govern-
ment. Anyone who has access to government files containing personal
data has special responsibilities. He should not expect the same privacy
when he searches that data as he has while he’s surfing the net at home.
And now that technology makes it easy to authenticate and track every
person, every device, and every action on a network, perhaps it's time to
use that technology to preserve everyone else’s privacy.

In the end, that's the difference between a privacy policy that makes sense
and one that doesn't. We can't lock up data that is getting cheaper every
day. Pretending that it's property won't work. Putting“predicates” between
government and the data it needs won't work. And neither will insisting
that they may only be used for purposes foreseen when it was collected.

What we can do is use new information technology tools to deter
government officials from misusing their access to that data.

As you know by now, I think that some technology poses extraor-
dinary risks. But we can avoid the worst risks if we take action early. We
shouldn't try to stop the trajectory of new technology. But we can bend
it just a little. Call it a course correction on an exponential curve.

That’s also true for privacy. The future is coming, like it or not.
Our data will be everywhere. But we can bend the curve of technology
to make those who hold the data more accountable.

Bending the exponential curve a bit. That's a privacy policy that
could work.

And a technology policy that makes sense.








